The Internet of Things (IoT) provides numerous opportunities for the connected healthcare industry, especially in the distributed environment known as fog which resides in a middle architectural layer adjacent to the network edge and user devices. This paper provides an overview of recent research and industry advances and challenges on fog technologies focusing on connected healthcare applications. We present and review for IoT and fog: concepts and architectures; development and lifecycle frameworks; security vulnerabilities, threats, and best practices; and connected medical device regulations.
INTRODUCTION
Multiple industries are building systems of networked physical devices commonly known as the Internet of Things (IoT) or the Industrial Internet of Things (IIoT). The term IoT was first used by Kevin Ashton in 1999 in a presentation to Proctor and Gamble executives. Since then, hardware and software IoT solutions, both proprietary and open source, have been deployed in a wide range of industries for numerous purposes. Agriculture, architecture and construction, automotive, consumer electronics, education, energy, Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. Copyrights for components of this work owned by others than ACM must be honored. Abstracting with credit is permitted. To copy otherwise, or republish, to post on servers or to redistribute to lists, requires prior specific permission and/or a fee. Request permissions from permissions@acm.org. CHASE '18, September 26-28, 2018 David King, in an interview for Automation World in August 2016, provided context for the fog computing aspect of IoT: "Cisco created the term fog computing years ago to describe a layer of computing at the edge of the network that could allow pre-processed data to be quickly and securely transported to the cloud." [15] .
Chiang and Zhang [5] identified research opportunities related to fog: "Filling the technology gaps in supporting IoT will require a new architecture -fog-that distributes computing, control, storage, and networking functions closer to end user devices [5] ."
Fog computing is expected to offer several advantages including: reduced latency, local control, increased security, reliability and fault tolerance, lower data transfer and storage costs, extensibility, distributed computing, heterogeneity management, and support for hardware and software maintenance [1] .
Unfortunately, fragmented or non-existent standard efforts have created silos of proprietary IoT and fog technologies resulting in a heterogeneous environment that is difficult to secure and integrate. In fact, IoT system security has not been a priority due to lack of requirements to comply with security standards other than standards that may already exist for individual system hardware or software components or verticals. Because the healthcare industry must protect human life as well as personal privacy, confidentiality, integrity, and availability, security must be a top requirement across the complete IoT and fog ecosystem in use. The contribution of this article is introducing current technologies and challenges of fog computing for the healthcare IoT ecosystem.
The rest of this paper is organized as follows. Section 3 reviews recent healthcare IoT and fog research and case studies with a summary of the security and privacy risks addressed or acknowledged in each. Section 4 includes a summary of fog conceptual models and reference architectures and components and introduces the NIST Fog Computing Conceptual Model [16] and the OpenFog Consortium reference architecture [4] . Section 5 discusses security vulnerabilities. Section 6 reviews the FDA medical device safety evaluation plan [13] . Section 7 introduces the foundation for our future research plans. Lastly, Conclusions, Acknowledgments, and a complete list of References follow.
METHOD AND APPROACH
We searched using the phrase healthcare fog at https://www.lib. uidaho.edu/ which searches over 200 article and research databases. This resulted in many articles, some which are referenced in Section II. In addition to research papers resulting from this search we surveyed industry sources including white papers, web sites, podcasts, and product literature which provided substantial background information. We then organized and classified all this information to provide a comprehensive view of current fog computing technologies, standards, and issues as it relates to healthcare. This paper presents an abridged version of our findings. A longer journal article with comprehensive details of our findings is under preparation.
HEALTHCARE IOT FOG RESEARCH AND CASE STUDIES
Healthcare applications span a wide range of functions, from intensive care to health monitoring of healthy individuals for preventive health and public health purposes. Connected healthcare applications must be highly secure in a hospital or clinical setting. Stakeholders for healthcare IoT include patients and their families, healthcare professionals, provider organization staff and management, insurance payers, and regulatory agencies such as the United States Food and Drug Administration (FDA).
Steele and Clarke [30] propose an IoT public health information system. Although their research does not identify a fog layer as such, their proposed architecture includes local processing on a mobile device connected to sensors which meets the definition of a fog layer. They propose that mobile devices communicate with an anonymizing network layer. Steele and Clarke address privacy concerns with anonymous networks such as MIX and Onion routing [30] .
Ni et al. [25] , Al-Shaqi et al. [2] , and Frontoni et al. [14] address IoT systems for independent living of older adults. Although mobile phones are discussed as data collection devices, fog architectural layers are not explicitly noted. Privacy and security concerns are addressed in one paper by proposing less revealing binary sensors in place of cameras and microphones. User managed access is another suggested solution to privacy concerns.
Akrivopoulos [1] discusses using Bluetooth Low Energy (BLE) to communicate with a patient's smartphone acting as a fog gateway providing proxies for security updates, encryption, or deep packet inspection and threat detection. Sood and Mahajan [29] propose an IoT fog-based healthcare framework for disease tracking. Verma and Sood [34] present a fog assisted IoT enabled disease diagnosis framework. Rahmani et al. [28] built a smart eHealth gateway to demonstrate the power of fog computing. The OpenFog Consortium presents several case studies including one for patient monitoring in a fog based IoT environment [27] .
Figure 2: IoT Network Architecture With the Fog Layer: Some Applications and Services on the Fog Layer and Others in the Cloud

IOT FOG CONCEPTUAL MODELS AND REFERENCE ARCHITECTURES
The fog layer in IoT architectures is a distributed, sometimes ad hoc and frequently mobile, network of devices acting as intelligent gateways for sensor/actuator devices. This layer is intended to provide functionality and advantages including: reduced latency; local control; increased security, reliability, and fault tolerance; lower data transfer and storage costs; extensibility; distributed computing; heterogeneity management; and support for hardware and software maintenance [1] . A simple architecture diagram, as shown in Figure 1 , with three layers represents a typical IoT architecture: physical layer, middle layer, and cloud or enterprise layer. The physical layer consists of sensors and/or actuators, the middle layer includes simple data aggregation and basic compute and transport functions, while the cloud or enterprise layer can perform the most sophisticated analysis and visualization. Figure 2 shows an enhanced model with the fog features. Managing the data generated by Internet of Things (IoT) sensors and actuators is one of the biggest challenges faced when deploying an IoT system. Traditional cloud-based IoT systems are challenged by the large scale, heterogeneity, and high latency witnessed in some cloud ecosystems. One solution is to decentralize applications, management, and data analytics into the network itself using a distributed and federated compute model. This approach has become known as fog computing. This document presents the conceptual model of fog and mist computing and how they relate to cloud-based computing models for IoT. This document further characterizes important properties and aspects of fog computing, including service models, deployment strategies, and provides a baseline of what fog computing is, and how it may be used [16] .
Fog Conceptual Model
NIST 500-325 [16] lists six essential characteristics of fog computing:
(1) Contextual location awareness and low latency, Two additional features are often associated with fog (from NIST 500-325 [16] ):
(1) Predominance of wireless access, (2) Support for mobility.
In addition, according to NIST 500-325 [16] , fog nodes need to support one or more of the following attributes:
(1) Autonomy, (2) Heterogeneity, (3) Hierarchical clustering, (4) Manageability, (5) Programmability.
In NIST 500-325, Iorga et al. [16] also describe fog deployment models as paralleling traditional cloud deployment models which include Private, Community, Public, and Hybrid. NIST also addresses the differences between fog and edge computing: Fog is multi-layered and decouples and meshes hardware and software functions whereas edge computing executes specific applications in a fixed location. Fog is hierarchical but edge is limited to small numbers of peripheral devices. The peripheral edge is also referred to as the IoT network [16] .
Fog Computing Reference Architecture
The OpenFog Consortium says this about fog architectures:
Fog architectures selectively move compute, storage, communication, control, and decision making closer to the network edge where data is being generated in order solve the limitations in current infrastructure to enable mission-critical, data-dense use cases [4] .
The OpenFog Consortium considers their reference architecture document to be, and we quote [4] :
... the baseline to developing an open architecture fog computing environment. It is the first step in creating standards to enable interoperability in IoT, 5G, Artificial Intelligence, Tactile Internet, Virtual Reality and other complex data and network intensive applications [4] .
According to the OpenFog Consortium, key benefits are [4] :
(1) Containerization, (2) Virtualization, (3) Orchestration, (4) Manageability, (5) Efficiency.
And the key architectural pillars are [4]:
(1) Security, (2) Scalability, (3) Openness, (4) Autonomy, (5) Reliability, Availability, Serviceability (RAS), (6) Agility, (7) Hierarchy, (8) Programmability.
The OpenFog Consortium also stresses, as does NIST 500-325, that fog computing is different from edge computing: Fog works with the cloud, but the edge excludes the cloud. Fog is hierarchical, while the edge is limited to a few layers [4, 16] .
Sensors, Actuators, and Edge Devices
Most IoT edge nodes consist of sensors and maybe actuators, an embedded processor micro-controller with or without an operating system, a connectivity module, and an energy source [23] . For Personal Health Devices (PHDs), sensing devices need to consider human comfort and compatibility with the activities of daily life. Low power requirements and long battery life are also desirable.
Connectivity that relies on proprietary readers can be expensive at scale. Antennas featuring Bluetooth Low Energy (BLE) or very low cost Near Field Communication (NFC) can be connected with fog nodes such as a smartphone or dedicated gateway processor performing user authentication, data collection and aggregation, analysis, and communication with a centralized cloud when necessary.
The Eclipse IoT Working Group, AGILE IoT, The IEEE, and the Open Mobile Alliance co-sponsored an online survey between January 24 and March 5 of 2018 of 502 IoT developers [12] . Although the survey title indicates only developers were surveyed, the actual breakdown of job titles was as follows [12] : Survey results for the top processor hardware architecture are mostly ARM and Intel processors as shown below from [12] . Unfortunately, 28% of those surveyed did not know the hardware platform. Most respondents declare using more than one OS accounting for responses totaling more than 100%. The same survey surveyed usage of the various messaging and networking protocols (also with multiple selection responses), from [12] :
(1) MQTT: 63% (2) HTTP: 54% (3) Websockets: 35% (4) HTTP/2: 25% (5) COAP: 22% (6) AMQP: 18%
The most commonly used network or connectivity protocols are as shown below, from [12] :
(1) TCP/IP: 63% (2) Wi-Fi: 53% (3) Ethernet: 48% (4) Bluetooth/Bluetooth Smart: 38% (5) Cellular: 36% (6) UDP/IP: 32% (7) Zigbee: 22% (8) LPWA: 21% (9) Serial RS-232/RS-485: 18%
Fog Devices
Fog devices, known as nodes, provide CPU power, memory, and data storage sufficient to perform data analysis and other functions deemed too resource intensive for IoT edge devices. They are small compute devices such as mobile phones, tablets, laptops, and network gateways. The fact that mobile devices are already ubiquitous in the environment presents the opportunity for massive sensor data collection, analysis, and even control without the need for expensive additional hardware and telecommunications deployments. Fog devices, with their more ample resources, may also provide additional security and cryptographic services.
Chiang and Zhang predict future research will determine how fog interacts with the cloud and which functions will be performed in the fog layer [6] . Australian telecommunications provider, Vodafone, has recently made data plans available at no cost to consumers participating in a cancer research project (Dream Lab) that uses the processing power of consumer smartphones while phones are plugged into chargers (usually overnight) [33] . Future research would extend this model to gather and process data from IoT edge devices.
IOT VULNERABILITIES
The Open Web Application Security Project (OWASP) organization has published their list of top 10 vulnerability types for IoT systems [26] ; As of July 2018 these are:
(1) Insecure Web Interface (2) Insufficient Authentication/Authorization (3) Insecure Network Services (4) Lack of Transport Encryption or Integrity Verification (5) Privacy Concerns (6) Insecure Cloud Interface (7) Insecure Mobile Interface (8) Insufficient Security Configurability (9) Insecure Software/Firmware (10) Poor Physical Security Searching the US NIST National Vulnerability Database (NVD) [32] using the keywords medical and patient reveals a recently growing number of vulnerabilities as shown in Figures 3 and 4 .
The medical search results were mostly for IoT devices, while the patient search results were mostly for information systems. The results suggest the increase in the number of networked medical devices may be associated with an increase in the number of reported vulnerabilities. The total number of vulnerabilities is relatively small, but when considering the large numbers of devices that can be affected by each vulnerability, there exists the potential for thousands of potential security breaches or safety related risks. 
IOT STANDARDS AND REGULATIONS
The healthcare industry is unique in its formation of a voluntary network of partners to consolidate medical device data for evaluating medical devices for regulatory purposes. A public-private partnership between the US Food and Drug Administration (FDA) and the Medical Device Innovation Consortium (MDIC) resulted in a grant creating the National Evaluation System for health Technology Coordinating Center (NESTcc) [24] .
From the NESTcc.org website, we quote: MDIC is a 501(c)(3) public-private partnership with the objective of advancing regulatory science of medical devices for patient benefit. The selection of a thirdparty entity was important given the need for NESTcc to establish relationships and agreements between partners in a neutral, objective manner and to solicit a balanced representation from stakeholders [24] .
The US Food and Drug Administration (FDA) published the Medical Device Safety Action Plan in 2018. The five goals in this plan are [13] :
(1) Establish a robust medical device patient safety net in the United States. (2) Explore regulatory options to streamline and modernize timely implementation of postmarket mitigations. 
CURRENT AND FUTURE WORK
At the University of Idaho, during the last several years, we have been developing languages, technologies, and processes to enable the high-level and holistic specification, design, implementation, and configuration of systems and their corresponding security and access control policies along with the formal verification of such policies at the implementation and configuration levels. These languages and technologies include SyModEx [7, 8, 11] , HiFiPol [9, 17, 22] , HERMES [20, 21] , HPol [10, 31] , and HESTIA [18, 19] . These technologies have demonstrated useful for the specification and verification of a variety of systems and their corresponding authorization and security policies. In the near future, we intend to analyze, develop, test, and demonstrate the applicability of these technologies in the realm of the Internet of Things (IoT) and Fog computing for healthcare.
CONCLUSIONS
IoT and Fog computing for connected healthcare are promising technologies that may enable improved care in an economic manner. However, many challenges remain with respect to the design and implementation of IoT and Fog for healthcare, specifically as it relates to security, safety, standardization, and interoperability issues. Additional interdisciplinary research and healthcare domainspecific demonstrated solutions are much needed in order to tackle these grand challenges and be able to secure the promised benefits of IoT and Fog technologies in the healthcare environment in a safe and secure manner.
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